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Background ALERTPA *ee® Notifications

e Announced in May 2020 by Apple and Google

Only uses Bluetooth Low Energy (BLE) Technology

Opt-in and voluntary

Does not collect, use or track location — no means to collect it at all
Only a country or state health department can release an Exposure
Notification App

e Enhances the current traditional contact tracing efforts s .4 .

Unknown and unfamiliar person interactions 'f\\‘. 'i' ’i‘ ’_@

e Reached out to Australia, Singapore, Ireland, Germany, etc. - learn . ’i‘ '“' |
what they were doing T %

e Started multi-state coordination meetings

e Selected NearForm Inc. (Ireland, Northern Ireland, Scotland, Gibraltar
govt.’s)

e Partnered with Delaware and two other large Northeast states

e Partnered with UPenn and MIT Lincoln Labs through CDC

Evaluating integration with APHL so we are interoperable with any state that use
Exposure Notification Service of Apple/Google
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How it works?

Alice and Bob meet each other for the
first time and have a 10-minute
conversation.

F
f

Their phones exchange anonymous
identifier beacons (which change
frequently).

minutes & more

CDC and PA guidance
is within 6 feet + 15

Bob is positively diagnosed for COVID-19
and enters the test result in an app from

a public health authority.
P by \9 Public health validates

With Bob’s consent, his phone uploads
A few days later... the last 14 days of keys for his broadcast
beacons to the cloud.

s

Positive
Apps can only get
more information via ot e
user consent
~14 day temporary store

@ Google
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How it works? continued..

Alice continues her day unaware she had
been near a potentially contagious person.

Alice’s phone periodically downloads the
broadcast beacon keys of everyone who

has tested positive for COVID-19 in her
region. A match is found with the Bob’s
anonymous identifier beacons.

Anonymous identifier keys are
downloaded periodically

A match
is found

Alice sees a notification on her phone.

+

ALERT: You have recently been
exposed to someone who has tested
positive for Covid-19.

Tap for more information -->

Alice’s phone receives a notification with

Sometime ater.. information about what to do next.

Additional information is provided by the
health authority app or website

& Google
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ALERTPA *.¢* Notifications

Limitations

Bluetooth is a wireless technology - reacts aggressive in a metal environment (6 feet
could show as 4 feet)

Does not know if someone is wearing a mask

Does not know if phone devices are close enough but devices owners are 6 feet apart
Public trust of the technology in the time of a misinformation epidemic
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Under 18

C®VID
ALERTPA

caviD
ALERTPA

Under 18

cC@&VvID
ALERTPA ALERTPA

Thank you for your interest but unfortunately
woll are toa young to participate in this
initiative,

Stay safe.

Learn how to stop the spread

Did you select an incorrect age? Mo problam,

N lust close the App and start aver,
You must be 18 or older to use this app PR

| am 18 or clder

| amunder 18

pennsylvania
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On-boarding
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With COVID Alert
wou can do 3 things to
help fight COVID-1%:

Exposure Alert

Receive alerts while protecting yvour privacy.

COVID Check-In
Check yaur symptoms every day,

Updates
Keepup tecdate on the fight against COVID-1%in

Pennsylvania.

Get started

You must be 18 or older to use this app

I am 18 or older

| amunder 18

pennsylvania
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On-boarding continued..

9:41

|
Kok (R

Your data

The COVID Alert PA app
1. Protects your privacy

2. Does not collect any identifying information
3. Does not access your location

If you need to be alerted, the app will send you a
secure in-app notification.

Beware of suspicious phone calls, e-mails, or
texts. We will never ask for information such as
your SSN, bank account, or credit card number.

g You can read more about the Data
and Privacy Policy here

With your consent, the Department of Health
will collect anonymous statistics about how you
use the app for the purpose of improvingit.

Share app usage statistics D

If you change your mind, you can change these
permissions in Settings at any time.

2:41

|
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Exposure Alert

Exposure Alert helps
prevent the spread of
COVID-19.

This app will send you an
Exposure Alert if you
were in close contact
with someone who was
recently diagnosed with
COVID-19.

To enable Exposure Alerts you need to turn on:
Exposure Notification Service

And to make sure you don't miss an alert you
need to turn on:

Notifications

If you change your mind, you can change your
permissions in Settings at any time.

Continue

Maybe later

caVvIiD

ALERTPA

COVID Check-In

Letus know if you have
any symptoms today

Today's fight

Turn on COVID-18 Exposura
Notifications?
Your phione needs to use Blustooth to
securely collect and share Randem IDs
with other phones that are nearty.

o 12,329

Tatal Check-Ins today

: . -— 80 % Feeling good
COVID Alert can notify you if yourve
been near somecna whe reported
having COVID-19

- 20 % Some symptoms

The date, duration and signal strength
sssociated with 2n exposure will be
shared with the app.

1,112,329

Cancel Turnon App users since launch

Share app to help the fight

Survey

Updates coviD
Check-in

¥

Settings

C®VID
ALERTPA

o:41
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ALERTPA

Cases by county

Adams
Allegheny
Armstrong
Beaver
Bedford

Berks

L]
(%]
=®

Blair

Bradfard

Bucks

Butler

Cambria

Cameron

Carbon

Centre

Chester

Clarion
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Exposure Alert feature

ALERTPA

Exposure Alert

Exposure Alert active

Exposure information

What if | get a close contact alert from
the app?

What to do if you tested positive for
COVID-19?

Submit your 6-digit code

For user only if a Public Health
Representative contacts you.

Updates covID Exposure Settings
Check-In Alert

9:41

C@#VID
< Back ALERTPA

Exposure information

If you have received a close contact alert from
the app, there are some things you candoto
help yourself and protect others. We don't
know if you will develop COVID-19 so we
advise you to:

Stay at home and self-guarantine for 14-
days from the date of vour close contact
exposure,

Do not have visitors at your home.

watch for symptormns of COVID-19.

Do not go outside and visit others, even if
they are your close family memhers or
friends.

2,

3 Moenitor your body temperature daily and
.

4‘

Avoid using public transportation.

Stay away from older people, anyone with
long-term medical conditions and
pregnant women.

Stay away from older people, anyone with
long-term medical conditions and
pregnant women.

9:41

ca&vVID
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What to do if you tested positive
for COVID-19.

The Department of Health or your local
County and Municipal Health Department will
call you within 24-72 hours and provide a é-
digit validation code if you recently were
diagnosed with COVID-19.

If you do not get a call from a public health
official within 24-72 hours, you may call 1-877-
PA-HEALTH [1-877-724-3258] and inquire.
Learn what you should do next to help
yourself and protect others.
1 Stay at home & quarantine for 14 days

.

from the date of your close contact
exposure,

Do not have visitors at your hame.

Check your body temperature twice daily
and watch for symptoms of COVID-19

Do not go outside and visit others, even if
they are your close family members or
friends.

Do not use public transportation.

Do not go outside for shopping unless it's

)

C®VID
ALERTPA
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Submit your 6-digit code

If you test positive for COVID-19, the
Department of Health or your local County and
Municipal Health Department will give you a
call and provide a 6-digit code via text message.
This will allow you to share your Random IDs
generated by your phone over the previous 14
days and help save other people from getting
COVID-19.

What is a Random ID?

How would | get a 6-digit code?

pennsylvania
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Exposure Alert feature continued..
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ALERTPA

9:41 a4

[¢ 1"D]
< Back E:g ry 'FIPE < Back ALERTPA

What is a Random ID? How would | get a 6-digit code?

Once the Exposure Notification Service on the The Department of Health or your local County
phone is turned on, a device generates random and Municipal Health Department will call you
identifiers {IDs) that are not tied to any within 24-72 hours and provide a &-digit
individual’s identity. These privacy-preserving validation code if you recently were diagnosed
random IDs change every 10-20 minutes for with COVID-19.

additional protection. 5
If you do not get a call from a public health

Bluetaoth is used to detect if two phone devices official within 24-72 hours, you may call 1-877-
are within & feet and staying in that proximity PA-HEALTH [1-877-724-3258] and inquire.
for 15 minutes or more - without revealing

where the devices are.

ﬁ pennsylvania
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Validating a positive COVID-19 individual

\d Messages now
Pennsylvania Department of Health

You can insert a validation code in the COVID
Alert PA App now and help save other peaple
#ram getting COVID-19. Your 6-digit code Is
001647,

241

< Back CeVviD

ALERTPA
Submit your 6-digit code

If you test positive for COVID-19, the
Department of Health or your local County and
Municipal Health Department will give you a
call and provide a 6-digit code via text message.
This will allow you to share your Random IDs
generated by your phone over the previous 14
days and help save other people from getting
COVID-19.

@ You can read more about the Data
and Privacy Policy here

What is a Random ID?

How would | get a 6-digit code?

Share Random IDs
writh the Department of Health
feur Ranclom (Ds from the pzst 14 days
will be used by the DOH ta help natify
athers who have been naar you about
potential exposure to COVID-18.

Your identity will not be shared with
other people.

Don't share Share

C®VID
ALERTPA

a4

c@VvIiD
¢ Back ALERTPA

Random IDs

. Upload Complete

Thank yau for sharing your Randam 1Ds
with the Department af Health. You have
saved ather people in your cammunity
fram getting COVID-1% and also helped
aur Contact Tracing team by slowing the
spread.

Go to Updates

@
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Exposure Alert

9:41

Tuesday, 6 June

Natification Centre

Exposure Alert
check the CO

Alert PA app now

241

c@viD
< Back ALERTPA

Exposure Alert

The COVID Alert PA App has detected that
youhave been in close contact with
someone who was diagnosed for
COVID-19 on August 28, 2020. Learn what
youshould do next to help yourself and
protect others.

o Exposure information

Steps to follow now

Speak with a public
health representative
Reguest aCall-Back

2:a41

< Back c®VID

ALERTPA
Exposure information

If you have received a close contact alert from
the app, there are some things you can do to
help yourself and protect others. We don’t
know if you will develop COVID-19 so we
advise you to:

Stay at home and self-guarantine for 14-
days from the date of your close contact
expasure.

Do net have visitors at your home.

watch for symptoms of COVID-19.

Do net go outside and visit others, even if
they are your close family members or
friends.

2

3 Monitor your body temperature daily and
.

4.

Avoid using public transportation.

Stay away from older people, anyone with
long-term medical conditions and
pregnant women.

Stay away from older people, anyone with
long-term medical conditions and
pregnant women.

a1

cavID
< Back ALERTPA

Request acall-back

The DOH can call you to give you advice and
refer you for tasting if appropriate

Y¥our country code
United States of America (11

Your phohe number

Your number

Call me as soon as you can

C®VID
ALERTPA

ALERTPA

Request a call-back

Call-Back request sent

A Public Health Representative from the
Department of Health will call to advice
you.

Go toUpdates

pennsylvania
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How the technology works?

COVID Alert PA
app available in
App Store and
Play Store

()

Once you opt-in to the
Exposure Notifications
System, it will generate a
random ID (alpha numeric
values) for your device.
To help ensure these
random IDs can’t be used
to identify you or your
location, they change
every 10-20 minutes.

| |
4_ *

Your phone device and
the phones devices
around you will work in
the background to
exchange these
privacy-preserving
random IDs via
Bluetooth. You do not
need to have the app
open or run it in the
background.

ot

Your phone periodically
checks all the random
IDs associated with
positive COVID-19
cases against its own
list. All of this stays on
the individual’s phone
device.

C®VID
ALERTPA

If there’s a match, the
app will notify you of a
potential exposure and
provide you with further
instructions from DOH on
how to keep you safe
and protect the people
around you.

/ﬁ pennsylvania
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Check-In feature
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COVID Check-In COVID Check-In COVID Check-In COVID Check-In COVID Check-In

Hithere [, About you Haow are you feeling today? Do you have any of the following? {1/2) Do you have any of the following? (2/2}
The COVID Check-In allows you ta check Your gender identity [optional]
your symptoms and get advice. It also helps
the Department of Health understand how
COVID-19is affecting Pennsylvanians. Your sexual orlentation [optlanal)

- I'm good, no symptoms
Choose your gender identity Fever or feeling feverish (such as

chills, sweating]

Muscle aches or body aches

I'm nat feeling well taday
You can share your age-range, sexual Prefer to self describe Headache
orientation and gender identity, race Cough
ethnicity and county to help make the

information more useful for public health

analysis.

Nausea ar Yamiting
Your race [optional) Mild ar moderate dithculty
breathing

Choose your race

COVID Check-In also keeps a record in Darrhea

your app of any symptoms you've had, so

: Your ethnicit ionall
you can check back and review any time. ‘our sthnicity (aptional)

Fatigue
. B New loss of taste or smell
Choose your ethnicity

S e to use COVID Check-In Sare throat

Your agerange (optional)
@ You can read more about the Data Congestion or runny nose
and Privacy Policy here Choose your age range

Your county {eptional) Continue

Armstrong

)]

Updates COVID Exposure  Settings
Check-In Alert

ﬁ pennsylvania
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Check-In Feature - Demographics

|
C@&VID

Choose your age range

Prefer not to say
18-24
25-34
35-44
45-54
55-64
65-74

75+

Selee o gendder idrilily

Prefer not to say
Prefer to self describe
Female
Male
Transgender
Transgender Woman
Transgender Man

Nan-binary/third gender

Prefer not to say
Prefer to self describe
Heterosexual
Gay / Lesbian / Homosexual

Bisexual / Pansexual

ALERTPA

Select yourrace

Prefer not to say Search
American Indian / Alaskan Native Prefer not to say
fiskon Adams

Black or African American Allegheny
Native Hawaiian or Other Pacific Armstrong
Islander Beaver

White Bedford
Unknown Berks

Blair

Bradford
Bucks
Butler

Cambria

Cameron

Carbon

Centre

Ul pennsylvania
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Post Check-In messages

L R0 )
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Thank you

Good to hear you're feeling better. Stay

well by following the advice on
health.pa.gov

Learn how to stop the spread

2:41

< Back cC®VID

ALERTPA

Thank you

Because of your age, we would like you to
take extra care to protect yourself from
CoVID-19.

We know this isn't an easy time. If you need
support or advice on how to manage at
home, tap below for more information.

241

< Back c@VvID

ALERTPA

Thank you

We're happy to hear you're feeling well.
Thank you for checking in. Even if you are
still well, please come back tomorrow to let
us know how you're doing.

Visit health.pa.gov to read more about how
to protect yourself and others from
coronavirus.

C®VID
ALERTPA
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Thank you

Thanls you for checking in, Sorey Lo hear
you are nol feeling well,

1L sounds ke you do nol have any of Lhe
cammoen symploms of COVID-19, such as
Tever, cough, sharbness of breath, diarrhea,
<hills, muscle pain, headache, sore throal,
ar new loss of Laste o smell. 1T you begin Lo

develop any of these symplams, come back
Lo camplele anather COYID Check-1n and
wewill do cur best to help.

Resource Guide for Older Adults

’ﬁ Setup adaily reminder to
check symptoms

Learn how to stop the spread

’Q\ Set up adaily reminder to
check symptoms

In the meantime, visic health.pagoy to read
mare alodl haw Lo protect yoursell and

Your symptom history olhers from corenavirus,

".@ Set up adaily reminder to
check symptoms

If it's an emergency, call 911

0 Emergency warning signs can include:
Symptorms 12th April .

Your symptom hlStOl’Y » ® Trouble breathing

] Your symptom history

2 symptoms 12th April Persistent pain ar pressure inthe chest

Loss of sense of taste or smell @ 0 symptoms 12th April Mew canfusion

@ 0 symptoms 12th April Inability te wake or stay awake
e & 2 srmeoms Lkfpdl Eluish lips arface
@ 2 symptoms 12th April

X D) - )

Updates COVID Exposure Settings Updates CEE::_?" E"fi’;‘t"': Settings
Check-In Alert -

@ 0 sumotoms 12th April Loss of sense of taste or smell

oY ) oy )
Updates coviD Exposure Settings Updates CovID Exposure Settings
Check-In Alert Check-In Alert

)

pennsylvania
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App Settings

caVvID
ALERTPA

Settings

Exposure Alert

COVID Check-In
Language

Usage statistics
Reminder setup

Data and Privacy Policy

Leave

Give us your opinion to
E improve this app

Take a 2 min survey

App version 1.0.41

@

Updates CoviD Exposure Settings
Check-In Alert

| /]

C®VID
ALERTPA
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