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IDENTIFY PROTECT DETECT RESPOND RECOVER

Aspire to Prevent an Intrusion:
Investment has been made with 
the intent to prevent or stop 
threats before damage occurs.

Protect and Detect to deliver a 
risk-appropriate level of resilience 
against potential impact, but 
prevention is never an absolute.

The Inevitability of a Breach:
Funding will never be enough to 
guarantee prevention. In reality, 
it’s “when, not if”, something gets 
through to cause damage.

Response and Recovery capability 
through skills, automation, and 
sophisticated solutions beyond 
traditional backup is no longer 
optional.

• Statewide security baseline for stable foundation against weak links
• Identify is the strategic starting point to ensure appropriate coverage
• Consider the edge, everything internal, and external connections and flow
• Funding is not unlimited, aim to prevent and prepare for recovery 
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