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Why the Cloud?

• By 2025, enterprises will spend more on public cloud 
services than traditional IT solutions - Gartner

• 40% of firms will take a cloud-native-first strategy in 2023 -
Forrester

• Need for increased agility and efficiency while reducing costs

• Federal mandates supporting cloud adoption e.g. zero trust
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Speed and AgilityInnovation

Resilient, Stable, 

and Reliable

Robust Security 

and Compliance

Rapid Scale

SustainableCost Optimized

Data Driven

Why the Cloud?



Why the Cloud - Highest standards for privacy and data 
security

Encryption at scale Meet data 

residency requirements 

Access services and tools 

that enable you to 

build compliant 

infrastructure 

Comply with local 

data privacy laws 

by controlling who 

can access content, its 

lifecycle, and its disposal



Automate & reduce 

risk with deeply  

integrated services

Inherit global 

security & 

compliance 

controls

Highest 

standards 

for privacy & data 

security

Largest 

ecosystem 

of security 

partners & solutions

Scale with 

superior visibility 

& control

Why the Cloud - Infrastructure and services to elevate 
your security in the cloud



Why the Cloud - Inherit global security and compliance 
controls 

SEC Rule
17a-4(f)

SOC 2

G-Cloud

VPAT
Section 508

SOC 3

MPAA

SOC 1

FERPA

FISC

CJIS

GxP

CCCS

PIPEDA



Why the Cloud - Automate and reduce risk with 
integrated services

Threat remediation 

and response

Securely deploy business 

critical applications

Operational efficiencies to 

focus on critical issues 

Continuous monitoring 

and protection

Comprehensive set of APIs 

and security tools



Shared Responsibility Model

AWS

Security OF 

the Cloud

AWS is responsible for protecting 

the infrastructure that runs all the 

services offered in the AWS Cloud.

Security IN 

the Cloud

Customer responsibility is 

determined by the AWS Cloud 

services a customer selects. 

Customers



AWS GovCloud 

(US-East)

AWS GovCloud 

(US-West)

Global Infrastructure – Reliability & Resilience



Cloud Resilience

Fully isolated infrastructure with 
one or more datacenters

Meaningful distance of separation

Unique power infrastructure

Datacenters connected via 
fully redundant and isolated 
metro fiber



Cyber ecosystem partnerships

Data protection and encryption

Host and endpoint security

Logging, monitoring, SIEM, threat 

detection, and analytics

Application security

Network and infrastructure security
Identity and 

access control
Vulnerability and 

configuration analysis
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